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My daily life



My focus

- Malware development
- AI assisted hacking
- Hacking agentic AI
- Nation state APT replication
- Offensive Software Engineering



What is “Hacking”



Cyber killchain

- Reconnaissance
- Weaponization
- Delivery
- Exploitation
- Installation
- Command and Control
- Actions on Objectives







What are the biggest problem in 
Cybersecurity?



Top 5 findings that I give customers.

- Default or weak credentials
- Unpatched or legacy systems with known vulnerabilities
- Insecure defaults in software - LLMNR, open LDAP etc.
- Lack of network segmentation
- Publicly exposed API keys and or credentials

Basic configuration errors.



Running systems are old.



Pentesting can be kinda like a 
computer-janitor

- Clean up after other spill the secrets
- Sounds cool on the outside, it’s really not 

that glamorous
- You’re often hidden away in a closet for 

the business people
- It’s often not relevant to do the cool 

hacking stuff.



Defending against attacks



An Endpoint Detection and Response (EDR) system monitors 
devices like laptops and servers for suspicious activity in real 
time.
It collects and analyzes data from endpoints to detect threats 
such as malware, ransomware, and unauthorized access by 
looking into the network logs, processes running, random 
memory scans etc.



Siem solution simplified overview



Before AI





Much data



Did I try EVERY 
endpoint?



What are all the unique IPs in this dump? Who is speaking with who?



Malicious WiFi example



What is done after AI





An MCP server (from the Model Context Protocol) is a 
system that lets an AI connect to tools and data outside itself. 
It acts like a bridge between the AI and things like databases, 
apps, or APIs. Instead of just answering questions, the AI can 
fetch real information or perform actions. The server tells the 
AI what tools are available and runs them when needed. In 
short, it helps AI move from just “thinking” to actually “doing.”







Took around 5 minutes, even 
with gemini



Why not just fully automate it?





Fully Automated Pentesting





??



Fully-Automatic AI is really good at being 
the IT janitor.



Hacking the AI itself

Model extraction
RAG poisoning
Training data



“Computer science is no more about computers, than 
astronomy is about telescopes” 

- Edsger W. Dijkstra



Hacking has never been about the 
computer

It is everything about human psychology



Generative AI… 

https://thispersondoesnotexist.com/

“Bad internet - I need to drop camera”



The end


