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2 Windows PowerShell X ==

PS C:\Users\selleri\Downloads> ./cat.exe output.txt
H . [i] You're all good, no virtualization here!
qusl Cjiil|§/ ||f€9 [i] Reading NTDLL from disk!

[i] Fetching NTDLL from current process

[i] Replacing the .text section from current session with that from disk
[i] Success! n

[+++] FREEEEEEDOM!

[+] Trying to call PE exec

00007FF8E1508260 4C:8BDC mov rii,rsp AmsisScanBuffer
7 508263 49:895B 08 mov qword ptr ds
49:8968B 10 mov qword ptr
49:8973 18 mov qword ptr ds
57 push rdi
41:56 push ris4
41:57 push
48:83EC 70 sub 7
4D: 8BF9 mov 2
41:8BF8 mov 8d
48:8BF2 mov rdx
48:8BD9 mov rbx,rcx
48:8B0D 75DD0O000 mov rcx,qword ds: [7FF8E1516000]
48:8D05 6EDDOOOO Tea rax,qword : FF8E1516000]
48:8BAC24 B8O0O0O0OOOO mov qword :frsp+Bs

L4zqword ptr Es:[rsp—gJ]

4C:8BB424 BOOOOOOO mov
48:3BCS8 cmp rcx,rax

v 74 23 je amsi.7FF8E15082CA
F641 1C 04 test byte ptr ds:[rcx+1C],4

v 74 1D je amsi.7FF8E15082CA
48:8B49 10 mov rcx,qword ptr ds:[rcx+10]
4C: 8BCB mov r9,rbx
49:8968B BO mov qword ptr 0] ,r
4D:8973 A8 mov qword ptr 1,r
44:894424 28 mov dword ptr g,rs
49:8953 98 mov qword ptr ds:[r11-68],rdx
ES8 66070000 €all amsi.7FFS8E1508A30
48:85F6 test rsi,rsi

v 74 68 je amsi.7FF8E1508337

85FF test edi,edi



My focus

- Malware development

- Al assisted hacking

- Hacking agentic Al

- Nation state APT replication

- Offensive Software Engineering
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SubSystemData:

Proc

Fiow Lontrol Keverse How Lontrol tna rreterences Help
F Command
egee7ffa 9b5432a0 cC int 3
©:015> !peb
PEB at @eseesbcsbddiees
InheritedAddressSpace: No
ReadImageFileExecOptions: No
BeingDebugged: Yes
ImageBaseAddress: 22007ff730062200
NtGlobalFlag: k)
NtGlobalFlag2: e
Ldr oeea7ffagbsfesee
Ldr.Initialized: Yes
Ldr.InInitializationorderModuleList: 10530 . 12bibe
Ldr.InLoadorderModuleList: 1855be . 12b19@
Ldr.InMemoryOorderModuleList: 10855¢8 . 12b1ae
Base TimeStamp Module
7ff730060000 698f96ee Feb 13 22:26:06 2826 C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
7ffagbs2e0ee bg7es4a2 Aug 13 11:40:50 2868 C:\WINDOWS\SYSTEM32\ntdll.d1l
7ffagacbeee?d ds27lecc Apr 28 ©6:06:36 2083 C:\WINDOWS\System32\KERNEL32.DLL
7ffag8ceeee? 3eef7bsb Dec 29 23:47:55 2002 C:\WINDOWS\System32\KERNELBASE.d1l
7ffacadeeeee 698f96ee Feb 13 22:26:06 2826 C:\Program Files (x86)\Microsoft\Edge\Application\145.2.380@.58\msedge_elf.dll
7ffag92beeee a251a592 Apr 18 ©7:83:14 2856 C:\WINDOWS\System32\combase.dll
7ffagsseeeee fsbeeede Aug 14 21:13:34 2100 C:\WINDOWS\System32\ucrtbase.dll
7ffag98seeee bef77ed3 Apr 1@ 15:59:47 2867 C:\WINDOWS\System32\RPCRT4.d11l
7ffag91deeee fbsc72ed Sep 22 10:21:e1 213 C:\WINDOWS\System32\bcryptprimitives.dll
7ffa%aa%eee 1657d166 Nov 17 15:86:30 1981 C:\WINDOWS\System32\ADVAPI32.d1l
7ffagaeeeee 6celceel Jun @3 23:23:45 2027 C:\WINDOWS\System32\msvcrt.dll
7ffaga53eeee c4a45fed Jul 18 ©4:33:13 2874 C:\WINDOWS\System32\sechost.dll
7ffalaaeeeee 698f96ee Feb 13 22:26:06 2026 C:\Program Files (x86)\Microsoft\Edge\Application\145.2.38@@.58\msedge.d1ll
7ffa57c5e280 fca92fe4 Apr 29 23:02:28 2104 C:\WINDOWS\SYSTEM32\WINMM.d1l
7ffasscleeee 7fcafsll Dec @5 @9:36:33 2837 C:\WINDOWS\SYSTEM32\dbghelp.dll
7ffasbh18eeee geclalcf Dec 16 22:36:15 2046 C:\WINDOWS\System32\OLEAUT32.d1l
7ffagss3eeee fc5elcsd Feb 22 ©8:30:21 2184 C:\WINDOWS\System32\msvcp_win.dll
26386260000 9d63febb Sep ©4 ©7:23:87 2053 C:\WINDOWS\System32\ws2_32.d11
7ffag42beeee deddcadb May @8 21:30:35 2088 C:\WINDOWS\SYSTEM32\dwrite.dll
7ffac99ceeee 698f96ee Feb 13 22:26:06 2026 C:\Program Files (x86)\Microsoft\Edge\Application\145.e.38@@.58\ffmpeg.dll
7ffa98beeee ecf755fe Nov 22 19:39:44 1976 C:\WINDOWS\System32\crypt32.dll
7ffa98460220 936falsb May 2@ ©7:52:03 2848 C:\WINDOWS\SYSTEM32\DPAPI.d1ll

[«]
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What is “Hacking”




Cyber killchain

- Reconnaissance

- Weaponization

- Delivery

- Exploitation

- Installation

- Command and Control
- Actions on Objectives

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

EXPLOITATION

Exploiting a vulnerability to execute
code on victim’s system

INSTALLATION

Installing malware on the asset

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals
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Sources () Stage Removable Input Injection Process (s) Deploy Container Capture (g) Media Exfiltration
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Shared Modules Flow (12) Sniffing Discovery Data from Non-Standard
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A knowledge graph of cybersecurity countermeasures
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What are the biggest problem in
Cybersecurity?




Top 5 findings that | give customers.

- Default or weak credentials

- Unpatched or legacy systems with known vulnerabilities
- Insecure defaults in software - LLMNR, open LDAP etc.

- Lack of network segmentation

- Publicly exposed API keys and or credentials

Basic configuration errors.



Running systems are old.



Pentesting can be kinda like a
computer-janitor

Clean up after other spill the secrets
Sounds cool on the outside, it’s really not
that glamorous

You're often hidden away in a closet for
the business people

It's often not relevant to do the cool
hacking stuff.

‘;u:

: ACCESS
GRANTED




Defending against attacks




An Endpoint Detection and Response (EDR) system monitors
devices like laptops and servers for suspicious activity in real
time.

It collects and analyzes data from endpoints to detect threats
such as malware, ransomware, and unauthorized access by

looking into the network logs, processes running, random
memory scans etc.



Siem solution simplified overview

Computer
Computer /
B

Dowmain
Controller

B

DOW\QIV\

Controller 4
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B Bup Project Intruder Repeater V Help Logger++ Burp Suite Community Edition v2026.1.5 - Temporary Project
Dashboard ~ Target  Proxy  Intruder  Repeater  Collaborator  Sequencer ~ Decoder  Comparer Logger  Organizer Extensions
Intercept ~ HTTP history ~ WebSockets history  Match and replace {8} Proxy settings

Logging of out-of-scope Proxy traffic is disabled Re-enable

Y Script: Untitled: if (requestResponse.request(.url().contains("tv2")) return true; return false; ® Fiteron @

=
&

P Cookies Time Listener port  Start respon..

unknown host :10:40 17 ... 8080

unknown host : 8080

3.174.18.110 ):39 17 ... 8080

3.174.18.110 0
74.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

3.174.18.110

.174.18.110

3.174.18.110 01:10:38 17
174.18.110 )1:10:38 17

Host Method URL E Status code  Length MIME type Params
https://smetrics.tv2.dk GET  /bfss/tv2prod/1/J5-2.25.0-LGPQ/s240661864853112AQB-=...
/ POST  /ee/vi/privacy/set-consent?configld=deed6697-face-49fd-b
GET ffaviconico
GET

script
script
script

atic/chunks/897b7412fc3eb943 js ) script

© 0 ® PO ® RO ®

static/chunks/efe632ef95b083c7.js 3 script

©

chunks/ae518288d5401339; 012 script

script
script
script
https; tv2.dk fo33e.css 0 css
https; K 3 r 1 / 902bbbd02d 16fd.css 2 71897  CSS
https://pla G i inks/ec36a b9e22.css 2 css
ht E finfc 8 2 script
https://play.tv2.dk 7 script
https://play.tv2.dk E / t/static/chunks/aba7c23f457fo33e.css 36079  CSS

3713 httpsi//play.tv2.dk Jinfo/_next/static/chunks/ae518288d5401339 s ) 2 script

v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v

8p

Request Inspector
Pretty ~ Raw  Hex QS Request attributes

GET /b/ss/tv2prod/1/JS-2.25.0-LGPQ/s2U066186U85311?AQB=1&ndh=1&pf=1&t=17%2F2%2F2026%201%3A10%3AU0%202%20-60&mid=431199910167801782353U4U49519481762U271&ce=UTF-8&
pageName=forside%20landingpage&g=https%3A%2F%2Fplay. tv2.dk%2F&r=https%3A%2F%2Fplay.tv2.dk%2F&c.&cm. &ssf=1&. cm&. chcc=DKK&ch=forside%20landingpage&server=play.tv2.dk&vl
=forside%20landingpage&v2=Fforside%20landingpage&c3=landingpage&v3=desktop&cli=1&vU=TV2&c6=https%3A%2F%2Fplay . tv2 . dk%2F&v9=%25form. name%25&c11=desktop&cl2=tv2play&vl2=
forside%20landingpage&clU=25%7C25&v16=notavailable&cl8=forside%20landingpage&c33=full%7CCookieBot%7Cstatistics%2Cmarketing&c3U=69567767U8U579330&c35= Request cookies
https%3A%2F%2Fplay. tv2.dk%2F&v35=ECID&v36=tv2play&vU9=not%20logged%20in&v73=2.25.0&v82=1andingpage&v86=16%2F03%2F2026%2013%3A17%3A56Z%7CTV2%20PLAY%7Cproduction&v92=
https%3A%2F%2Fplay. tv2.dk%2F&v93=U31199910167801782353UU49519481762U271&v100= Request headers
Mozilla%2F5.0%20%28Windows%20NT%2010 . 0%3B%20Win6U%3B%20x6U%29%20ApplelebKit%2F537 . 36%20%28KHTML%2C%201ike%20Gecko%29%20Chrome%2F145.0.0.0%20Safari%2F537.36&v133=
69567767U48U579330&v13U=full%7CCookieBot%7Cstatistics%2Cmarketing&vl58=16%2F03%2F2026%2013%3A17%3A56Z%7CTV2%20PLAY%7Cproduction&vl63=
PWC_OFFBOARDINGFLOW_PERSONALIZED_EMAIL%3ADEFAULT&v169=undefined-undefined&vl70=undefined&vl71=undefined&vl72=undefined&vl73=undefined&vl76=undefined&v178=undefined&s=
3UUOx1UUO&Cc=32&]=1 . 6&v=N&k=Y&bw=12688&bh=877&mcorgid=86CA2B31536B6DE6OALUIODUC%UOAdobeOrgS&AQE=1 HTTP/1.1
Host: smetrics.tv2.dk

3| Cookie: tv2TraceIds=null; tv2_lastAuth=true; OptanonAlertBoxClosed=2026-03-17T00:06:20.839Z; eupubconsent-v2=
CQhNXJgQhNXJgAcABBDACWFgAAAAAEPGAAYgAAAYSABIFCogjLAgQCAQEIIEAAggCACgQBAAAKCBAQAGDAhQBgACMIKAAAAAAAAAAAABAACAAAQAACAATACAQAGQCAQABAAQBAQAMCAAEACXAAGABAEAQAAGAAAGAQIAKA
BALAAACAESoAAIEBBUAA AARAQEAAAA, AIAQEABAA QB. A AAAUQL AAAAAEATBAEAAAAEAIBg-YJk10gyAJghIyDIhNUEwBUXRCghyA2KWYA6eIKAEXayQgAAA . YAAACHWAAAAA . IMKtRIC7fbX1je
bZ3aKsEOIQXwPBjaMAgBAaBA2IF jBqUoJwGOmEbIAZAJiACKBIATLRBIAMSEBBAAEABIIARIBDMYEQEYAhIJGBAACARYKpYAAGCCoEAQAAQQEKWGFAEMTWEQNICWUgAMCgiqATAIAAAAJgICACPAAAAQBMATSAEXKGEGQJD
IwAAAEEEKABKJEAAAQQBSADAUAGCBAQCCAX7____73_e7X__e__33_-qXf_7 i -A; OTAdditionalConsentString= freqCap=6956776748U579330; OptanonConsent=

10329dsu

Request query parameters

[

O € > R &

log (14) " All issues (@ Memory: 840.3MB of 31.56GB *¢ Disabled Vv




B Bup Project Intruder Repeater V Help Logger++ Burp Suite Community Edition v2026.1.5 - Temporary Project
Dashboard ~ Target  Proxy  Intruder  Repeater  Collaborator  Sequencer ~ Decoder  Comparer Logger  Organizer Extensions
Intercept ~ HTTP history ~ WebSockets history  Match and replace {8} Proxy settings

Logging of out-of-scope Proxy traffic is disabled Re-enable

Y Script: Untitled: if (requestResponse.request().url().contains("tv2")) return true; return false;

=
17

Host Method URL E Status code  Length MIME type Params
https://smetrics.tv2.dk GET  /bfss/tv2prod/1/J5-2.25.0-LGPQ/s240661864853112AQB-=... v
https://smetrics.tv2.dk POST  /ee/vi/privacy/set-consent?configld=deed6697-face-49fd-b v

unknown host
unknown host
174.18.110
174.18.110
74.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110

GET /ffaviconico 200 image 3
finfo/_next/static/media/tv hite.994cci96.5vg 20 VG 3
script 3
script E
script
script
script
ic/chunk:
https://play.tv2.dk f ic/chunks/897b7412fc3eb943 s 0 script
https://play.tv2.dk atic/chunks/efe632ef95b0837 js ( script
'chunks/ae51 1540 C 2 script
chunks/turbopac
https://pla K r static/chunks/9e9cbf63e56bcal3js

tatic/chunks/0002

ic/chunks/aba7c23f457fb33e.css
902bbbd02d 16fd.css
chunks/ec36ae4fa28b9e22.css

ic/chunks/897b7412fc3eb943 s script

next/static/chunks/9e9chf63e56bcal3ijs ) 7 script

https://play.t 3 13 /info/_next, ic/chunks/aba7: 574 e.css 2 3607 Css

v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v

https://play.tv2 Jinfo/_next/static/chunks/ae518288d5401339 s ) 2 script

Fetty Raw ex _E n =

1 GET /b/ss/tv2prod/1/JS-2.25.0-LGPQ/s2U066186U85311?AQB=1&ndh=1&pf=1&t=17%2F2%2F2026%201%3A10%3AU0%202%20-60&mid=143119991016780178235344U9519481762U271&ce=UTF-8&
pageName=forside%20landingpage&g=https%3A%2F%2Fplay. tv2.dk%2F&r=https%3A%2F%2Fplay.tv2.dk%2F&c.&cm. &ssf=1&. cm&. chcc=DKK&ch=forside%20landingpage&server=play.tv2.dk&vl
=forside%20landingpage&v2=Fforside%20landingpage&c3=landingpage&v3=desktop&cli=1&vU=TV2&c6=https%3A%2F%2Fplay . tv2 . dk%2F&v9=%25form. name%25&c11=desktop&cl2=tv2play&vl2=
forside%20landingpage&clU=25%7C25&v16=notavailable&cl8=forside%20landingpage&c33=full%7CCookieBot%7Cstatistics%2Cmarketing&c3U=69567767U8U579330&c35=
https%3A%2F%2Fplay. tv2.dk%2F&v35=ECID&v36=tv2play&vU9=not%20logged%20in&v73=2.25.0&v82=1andingpage&v86=16%2F03%2F2026%2013%3A17%3A56Z%7CTV2%20PLAY%7Cproduction&v92=
https%3A%2F%2Fplay. tv2.dk%2F&v93=U31199910167801782353UU49519481762U271&v100=
Mozilla%2F5.0%20%28Windows%20NT%2010 . 0%3B%20Win6U%3B%20x6U%29%20ApplelebKit%2F537. 36%20%28KHTML%2C%201ike%20Gecko %20Chrome%2F1U5.0.0.0%20Safari%2F537.36&v133=
69567767U48U579330&v13U=full%7CCookieBot%7Cstatistics%2Cmarketing&v158=16%2F03%2F2026%2013%3A17%3A56Z%7CTV2%20PLAY%7Cproduction&vl63=
PWC_OFFBOARDINGFLOW_PERSONALIZED_EMAIL%3ADEFAULT&v169=undefined-undefined&vl70=undefined&vl71=undefined&vl72=undefined&vl73=undefined&vl76=undefined&v178=undefined&s=
3UUOx1UUO&Cc=32&]=1 . 6&v=N&k=Y&bw=12688&bh=877&mcorgid=86CA2B31536B6DE6OALUIODUC%UOAdobeOrgS&AQE=1 HTTP/1.1

2 Host: smetrics.tv2.dk

3 Cookie: tv2TraceIds=null; tv2_lastAuth=true; OptanonAlertBoxClosed=2026-03-17T00:06:20.839Z; eupubconsent-v2=
CQhNXJgQhNXJgAcABBDACWFgAAAAAEPGAAYgAAAYSABIFCogjLAgQCAQEIIEAAggCACgQBAAAKCBAQAGDAhQBgACMIKAAAAAAAAAAAABAACAAAQAACAATACAQAGQCAQABAAQBAQAMCAAEACXAAGABAEAQAAGAAAGAQIAKA
BALAAACAESoAATEBBUAAAAAAAARAQEAAAA ATAQEABAA QBAAAA AAAUQL AAAAAEATBAEAAAAEAIBg-YJk10gyAJghIyDIhNUEwBUXRCghyA2KWYA6eIKAEXayQgAAA . YAAACHWAAAAA . IMKtRIC7fbX1je
bZ3aKsEOIQXwPBjaMAgBAaBA2IF jBqUoJwGOmEbIAZAJiACKBIATLRBIAMSEBBAAEABIIARIBDMYEQEYAhIJGBAACARYKpYAAGCCoEAQAAQQEKWGFAEMTWEQNICWUgAMCgiqATAIAAAAJgICACPAAAAQBMATSAEXKGEGQJD
IwAAAEEEKABKJEAAAQgBSADAUAGCBAQCCAX7____73_e7X__e__33_—qXf_7, f -A; OTAdditionalConsentString= freqCap=6956776748U579330; OptanonConsent=

C >{§} <[> £ | 0 highlights

log (14) " Allissues

P Cookies

Time

:10:40 17 ...

. spector
F quest attributes

F quest query parameters

quest cookies

F quest headers

Listener port

8080

® Fiteron @

44 Disabled

Start respon.

8p
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B Bup Project Intruder Repeater V Help Logger++ Burp Suite Community Edition v2026.1.5 - Temporary Project
Dashboard ~ Target  Proxy  Intruder  Repeater  Collaborator  Sequencer ~ Decoder  Comparer Logger  Organizer Extensions
Intercept ~ HTTP history ~ WebSockets history  Match and replace {8} Proxy settings

Logging of out-of-scope Proxy traffic is disabled Re-enable

Y Script: Untitled: if (requestResponse.request(.url().contains("tv2")) return true; return false: ® Fiteron @

=
17

P Cookies Time Listener port  Start respon..
unknown host :10:40 17 ... 8080
unknown host
174.18.110
174.18.110
74.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110
3.174.18.110

Host Method URL E Status c Je Length AIME type Params
https://smetrics.tv2.dk GET  /bfss/tv2prod/1/J5-2.25.0-LGPQ/s240661864853112AQB-=... v
https://smetrics.tv2.dk POST  /ee/vi/privacy/set-consent?configld=deed6697-face-49fd-b v
GET /ffaviconico 200 image 3
finfo/_next/static/media/tv hite.994cci96.5vg 20 VG 3
script 3
script E
script
script
script
ic/chunk:
https://play.tv2.dk f ic/chunks/897b7412fc3eb943 s 0 script
https://play.tv2.dk atic/chunks/efe632ef95b0837 js ( script
'chunks/ae51 1540 C 2 script
chunks/turbopac
https://pla K r static/chunks/9e9cbf63e56bcal3js

tatic/chunks/0002

ic/chunks/aba7c23f457fb33e.css

902bbbd02d 16fd.css

chunks/ec36ae4fa28b9e22.css
ic/chunks/897b7412fc3eb943 s
next/static/chunks/9e9chf63e56bcal3ijs

https://play.tv2.dk E /info/_next/static/chunks/aba7c23f457fb33e.css

v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v

https://play.tv2 Jinfo/_next/static/chunks/ae518288d5401339 s

8p

Request Inspector

Pretty ~ Raw  Hex ® B N = Request attributes
GET /b/ss/tv2prod/1/JS-2.25.0-LGPQ/s2U066186U85311?AQB=1&ndh=1&pf=1&t=17%2F2%2F2026%201%3A10%3AU0%202%20-60&mid=431199910167801782353U4U49519481762U271&ce=UTF-8&
pageName=forside%20landingpage&g=https%3A%2F%2Fplay. tv2.dk%2F&r=https%3A%2F%2Fplay.tv2.dk%2F&c.&cm. &ssf=1&. cm&. chcc=DKK&ch=forside%20landingpage&server=play.tv2.dk&vl
=forside%20landingpage&v2=Fforside%20landingpage&c3=landingpage&v3=desktop&cli=1&vU=TV2&c6=https%3A%2F%2Fplay . tv2 . dk%2F&v9=%25form. name%25&c11=desktop&cl2=tv2play&vl2=
forside%20landingpage&clU=25%7C25&v16=notavailable&cl8=forside%20landingpage&c33=full%7CCookieBot%7Cstatistics%2Cmarketing&c3U=69567767U8U579330&c35= Request cookies
https%3A%2F%2Fplay. tv2.dk%2F&v35=ECID&v36=tv2play&vU9=not%20logged%20in&v73=2.25.0&v82=1andingpage&v86=16%2F03%2F2026%2013%3A17%3A56Z%7CTV2%20PLAY%7Cproduction&v92=
https%3A%2F%2Fplay. tv2.dk%2F&v93=U31199910167801782353UU49519481762U271&v100= Request headers
Mozilla%2F5.0%20%28Windows%20NT%2010 . 0%3B%20Win6U%3B%20x6U%29%20ApplelebKit%2F537. 36%20%28KHTML%2C%201ike%20Gecko %20Chrome%2F1U5.0.0.0%20Safari%2F537.36&v133=
69567767U48U579330&v13U=full%7CCookieBot%7Cstatistics%2Cmarketing&vl58=16%2F03%2F2026%2013%3A17%3A56Z%7CTV2%20PLAY%7Cproduction&vl63=
PWC_OFFBOARDINGFLOW_PERSONALIZED_EMAIL%3ADEFAULT&v169=undefined-undefined&vl70=undefined&vl71=undefined&vl72=undefined&vl73=undefined&vl76=undefined&v178=undefined&s=
3UUOx1UUO&Cc=32&]=1 . 6&v=N&k=Y&bw=12688&bh=877&mcorgid=86CA2B31536B6DE6OALUIODUC%UOAdobeOrgS&AQE=1 HTTP/1.1
Host: smetrics.tv2.dk

3| Cookie: tv2TraceIds=null; tv2_lastAuth=true; OptanonAlertBoxClosed=2026-03-17T00:06:20.839Z; eupubconsent-v2=
CQhNXJgQhNXJgAcABBDACWFgAAAAAEPGAAYgAAAYSABIFCogjLAgQCAQEIIEAAggCACgQBAAAKCBAQAGDAhQBgACMIKAAAAAAAAAAAABAACAAAQAACAATACAQAGQCAQABAAQBAQAMCAAEACXAAGABAEAQAAGAAAGAQIAKA
BALAAACAESoAAIEBBUAAAAAAAARAQEAAAA ATAQEABAA QBAAAA AAAUQL AAAAAEATBAEAAAAEAIBg-YJk10gyAJghIyDIhNUEwBUXRCghyA2KWYA6eIKAEXayQgAAA . YAAACHWAAAAA . IMKtRIC7fbX1je
bZ3aKsEOIQXwPBjaMAgBAaBA2IF jBqUoJwGOmEbIAZAJiACKBIATLRBIAMSEBBAAEABIIARIBDMYEQEYAhIJGBAACARYKpYAAGCCoEAQAAQQEKWGFAEMTWEQNICWUgAMCgiqATAIAAAAJgICACPAAAAQBMATSAEXKGEGQJD
IwAAAEEEKABKJEAAAQgBSADAUAGCBAQCCAX7____73_e7X__e__33_—qXf_7, f -A; OTAdditionalConsentString= freqCap=6956776748U579330; OptanonConsent=

10329dsu

Request query parameters

[

@{é} 7ANES L | 0 highlights )

log (14) All issues *y Disabled Vv




377155
377156
377156
.377157
.377256
.379034
.379428
.396842
.396843
.396930
.397649
.398540
.416724
.416857
417736
.421768
436765
443914
.444016
445065
.445463
.476253
640916
.641017
.644941
.677824
.817501
.817615
.823138
.851263
.854084
.862296
.877671
.877796
.877952
889841
.889843
.889844
.889845
889996
.892408
903139
903141
903266
:34.904083
:34.904133
:34.910202
:34.914401
:34.914402
:34.914403
:34.914404
:34.914532
:34.914705
:34.916191
:34.925302
:34.927204
:34.927205
:134.927283
:36.583638
.584082
7.300751
.300755
300756

What are all the unique IPs in this dump? Who is speaking with who?

1P
IpP
IpP
IP
IP
IP
IpP
Ip
1P
Ip
Ip
Ip
Ip
1P
1P
1P
IP
1P
IP
1P
IP
IP
IpP
IpP
IP
1P
IP
ip
Ip
Ip
IpP
Ip
Ip
Ip
Ip
1P
IP
IP
ar
IpP
IP
IP
IpP
IR
IP
e
IP
1P
Ip
IP
IpP
Ip
IpP
Ip
Ip
Ip
IP
Ip
IP
IpP
1P
IP

93.243.107.34.bc.googleusercontent. com.
93.243.107.34..bc . googleusercontent . com
93.243.107.34.bc.googleusercontent. com.
93.243.107.34.bc.googleusercontent. com.
airtilhndeselle.localdomain.64449 > 93
airtilhndeselle.localdomain.64449 > 93
airtilhndeselle.localdomain.64449 > 93
93.243.107.34.bc.googleusercontent. com.
93.243.107.34.bc.googleusercontent. com.
airtilhndeselle.localdomain.64449 > 93
airtilhndeselle.localdomain.64449 > 93
airtilhndeselle.localdomain.64450 > 93
93.243.107.34.bc. googleusercontent . com
airtilhndeselle.localdomain.64450 > 93
airtilhndeselle.localdomain.64450 > 93
93.243.107.34.bc.googleusercontent . com
93.243.107.34.bc. googl eusercontent . com
93.243.107.34.bc.googleusercontent . com
airtilhndeselle.localdomain.64450 > 93
airtilhndeselle.localdomain.64450 > 93
airtilhndeselle.localdomain.64450 > 93
93.243.107.34.bc.googleusercontent. com.
93.243.107.34.bc. googleusercontent . com
airtilhndeselle.localdomain.64450 > 93
airtilhndeselle.localdomain.64450 > 93
93.243.107.34.bc. googleusercontent . com
93.243.107.34.bc. googleusercontent . com
airtilhndeselle.localdomain.64450 > 93

https >
https >
https >
https >

.243.107.
.243.107.
.243.107.

https >
https >

.243.107.
.243.107.
.243.107.

https >

.243.107.
.243.107.

https >
https >
https >
243.107.
243.107.
243.107.
https >
https >

.243.107.
.243.107.

https >
https >

.243.107.

airtilhndeselle.localdomain
airtilhndeselle.localdomain
airtilhndeselle.localdomain
airtilhndeselle.localdomain.
34.bc.googleusercontent.com.
34.bc.googleusercontent . com
34.bc.googleusercontent . com.
airtilhndeselle.localdomain
airtilhndeselle.localdomain.
34.bc.googleusercontent. com.
34.bc. googleusercontent . com.
34.bc. googleusercontent . com.
airtilhndeselle.localdomain
34.bc.googleusercontent . com.
34.bc. googleusercontent . com
airtilhndeselle.localdomain
airtilhndeselle.localdomain
airtilhndeselle.localdomain
34.bc. googleusercontent . com
34.bc.googleusercontent . com
34.bc.googleusercontent . com
airtilhndeselle.localdomain
airtilhndeselle.localdomain
34 .bc.googleusercontent. com.
34.bc.googleusercontent.com.
airtilhndeselle.localdomain
airtilhndeselle.localdomain
34.bc.googleusercontent. com.

64449:
64449:
64449:
64449:
https:
https:
https:
.64449:
64449:
https:
https:
https:
.64450:
https:
https:
64449:
64450
.64450:
_https:

https:
.https:
64450:
64450:
https:
https:
.64450:
.64450:
https:

Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags

[.], ack 1911, win 1044, options [nop,nop,TS val 3923258880 ecr 3204411711], length 0

[.], seq 1:1401, ack 1911, win 1044, options [nop,nop,TS val 3923258881 ecr 3204411711], length 1400
[P.], seq 1401:2801, ack 1911, win 1044, options [nop,nop,TS val 3923258881 ecr 3204411711], length
[P.], seq 2801:3068, ack 1911, win 1044, options [nop,nop,TS val 3923258881 ecr 3204411711], length
[.], ack 3068, win 2010, options [nop,nop,TS val 3204411736 ecr 3923258881], length @

[P.], seq 1911:1975, ack 3068, win 2048, options [nop,nop,TS val 3204411738 ecr 3923258881], length
[P.], seq 1975:2067, ack 3068, win 2048, options [nop,nop,TS val 3204411738 ecr 3923258881], length
[P.], seq 3068:3686, ack 2067, win 1044, options [nop,nop,TS val 3923258908 ecr 3204411738], length
[P.], seq 3686:3717, ack 2067, win 1044, options [nop,nop,TS val 3923258908 ecr 3204411738], length
[.], ack 3717, win 2038, options [nop,nop,TS val 3204411756 ecr 3923258908], length @

[P.], seq 2067:2098, ack 3717, win 2048, options [nop,nop,TS val 3204411757 ecr 3923258908], length
[SEW], seq 2315919718, win 65535, options [mss 1460,nop,wscale 6,nop,nop,TS val 812550875 ecr @,sackOK,eol], length @

[S.], seq 2752700405, ack 2315919719, win 65535, options [mss 1412,sackOK,TS val 1611678783 ecr 812550875,nop,wscale 8], length @
[.], ack 1, win 2057, options [nop,nop,TS val 812550894 ecr 1611678783], length 0

[P.], seq 1:1251, ack 1, win 2057, options [nop,nop,TS val 812550895 ecr 1611678783], length 1250

[.1, ack 2098, win 1044, options [nop,nop,TS val 3923258932 ecr 3204411757], length @

[.], ack 1251, win 1046, options [nop,nop,TS val 1611678801 ecr 812550895], length @

[P.], seq 1:219, ack 1251, win 1046, options [nop,nop,TS val 1611678810 ecr 812550895], length 218

[.1, ack 219, win 2054, options [nop,nop,TS val 812550921 ecr 1611678810], length @

[P.], seq 1251:1315, ack 219, win 2054, options [nop,nop,TS val 812550922 ecr 1611678810], length 64

1400
267

64
92
618
31

31

[P.], seq 1315:1933, ack 219, win 2054, options [nop,nop,TS val 812550922 ecr 1611678810], length 618

[.], ack 1933, win 1044, options [nop,nop,TS val 1611678830 ecr 812550922], length @

[P.], seq 219:1051, ack 1933, win 1044, options [nop,nop,TS val 1611678986 ecr 812550922], length 832

[.], ack 1051, win 2041, options [nop,nop,TS val 812551118 ecr 1611678986], length @

[P.], seq 1933:2072, ack 1051, win 2048, options [nop,nop,TS val 812551122 ecr 1611678986], length 139

[.1, ack 2072, win 1044, options [nop,nop,TS val 1611679033 ecr 812551122], length 0

[P.], seq 1051:1243, ack 2072, win 1044, options [nop,nop,TS val 1611679183 ecr 812551122], length 192

[.1, ack 1243, win 2045, options [nop,nop,TS val 812551295 ecr 1611679183], length @

airtilhndeselle.localdomain.63076 > unifi.localdomain.domain: 45839+ A? firefox.settings.services.mozilla.com. (55)

unifi.localdomain.domain > airtilhndeselle.localdomain.63076: 45839 5/0/1 CNAME mozilla.map.fastly.net., A 151.101.193.91, A 151.101.65.91, A 151.101.129.91, A 151.101.1.91 (166)
airtilhndeselle.localdomain.64451 > 151.101.65.91.https: Flags [SEW], seq 2268545620, win 65535, options [mss 1460,nop,wscale 6,nop,nop,TS val 519840434 ecr 0,sackOK,eol], length 0

airtilhndeselle.localdomain.55725 > unifi.localdomain.domain: 12741+ PTR? 91.65.101.151.in-addr.arpa. (44)
151.101.65.91.https > airtilhndeselle.localdomain.64451: Flags [S.], seq 1766575755, ack 2268545621, win 65535, options [mss 1460,sackOK,TS val 891272936 ecr 519840434,nop,wscale 91, length @

airtilhndeselle.localdomain.64451 > 151.101.65.91.https:
airtilhndeselle.localdomain.64451 > 151.101.65.91.https:
151.101.65.91.https > airtilhndeselle.localdomain.6445:

151.101.65.91.https > airtilhndeselle.localdomain.6:
151.101.65.91.https > airtilhndeselle.localdomain.
151.101.65.91.https > airtilhndeselle.localdomain.
airtilhndeselle.localdomain.64451 > 151.101.65.91.
airtilhndeselle.localdomain.64451 > 151.101.65.91.
151.101.65.91.https > airtilhndeselle.localdomain.6:
151.101.65.91.https > airtilhndeselle.localdomain
airtilhndeselle.localdomain.64451 > 151.101.65.91
airtilhndeselle.localdomain.64451 > 151.101.65.91.
airtilhndeselle.localdomain.64451 > 151.101.65.91.https:
unifi.localdomain.domain > airtilhndeselle.localdomain.55725: 12741 NXDomain @/1/1 (115)
151.101.65.91.https > airtilhndeselle.localdomain.64451:
151.101.65.91.https > airtilhndeselle.localdomain.6445:
151.101.65.91.https > airtilhndeselle.localdomain.64451:
151.101.65.91.https > airtilhndeselle.localdomain.64451:
airtilhndeselle.localdomain.64451 > 151.101.65.91.https:
airtilhndeselle.localdomain.64451 > 151.101.65.91.http.
airtilhndeselle.localdomain.64451 > 151.101.65.91.http.
151.101.65.91.https > airtilhndeselle.localdomain.6445:
151.101.65.91.https > airtilhndeselle.localdomain.6445:
151.101.65.91.https > airtilhndeselle.localdomain.64451:
airtilhndeselle.localdomain.64451 > 151.101.65.91.https:
rc-in-f101.1e100.net.https > airtilhndeselle.localdomain.58478:
airtilhndeselle.localdomain.58478 > rc-in-f101.1e100.net.https:

: Flags

unifi.localdomain.53830 > 233.89.188.1.scp-config: UDP, length 4
unifi.localdomain.53830 > broadcasthost.scp-config: UDP, length 4
LLDP, length 235: UX

Flags [.], ack 1, win 2059, options [nop,nop,TS val 519840458 ecr 891272936], length 0
Flags [P.], seq 1:223, ack 1, win 2059, options [nop,nop,TS val 519840458 ecr 891272936], length 222
Flags [.], ack 223, win 285, options [nop,nop,TS val 891272960 ecr 519840458], length 0
[.], seq 1:1445, ack 223, win 285, options [nop,nop,TS val
[P.], seq 1445:2889, ack 223, win 285, options [nop,nop,TS val 891272961 ecr 519840458],
[P.], seq 2889:3063, ack 223, win 285, options [nop,nop,TS val 891272961 ecr 519840458],
[.]1, ack 3063, win 2012, options [nop,nop,TS val 519840470 ecr 891272961], length @
[P.], seq 223:316, ack 3063, win 2048, options [nop,nop,TS val 519840472 ecr 891272961],
[.1, ack 316, win 285, options [nop,nop,TS val 891272974 ecr 519840472], length @

[P.], seq 3063:3321, ack 316, win 285, options [nop,nop,TS val 891272974 ecr 519840472],
[.], ack 3321, win 2044, options [nop,nop,TS val 519840483 ecr 891272974], length @
[P.], seq 316:415, ack 3321, win 2048, options [nop,nop,TS val 519840484 ecr 891272974],
Flags [P.], seq 415:689, ack 3321, win 2048, options [nop,nop,TS val 519840484 ecr 891272974],

Flags [.], ack 415, win 285, options [nop,nop,TS val 891272985 ecr 5198404841, length @

Flags [.], ack 689, win 287, options [nop,nop,TS val 891272985 ecr 5198404841, length 0

Flags [P.], seq 3321:3393, ack 689, win 287, options [nop,nop,TS val 891272985 ecr 519840484,
Flags [P.], seq 3393:4311, ack 689, win 287, options [nop,nop,TS val 891272986 ecr 519840484],
Flags [.], ack 4311, win 2033, options [nop,nop,TS val 519840495 ecr 8912729861, length @
Flags [P.], seq 689:727, ack 4311, win 2034, options [nop,nop,TS val 519840495 ecr 891272986],
Flags [P.], seq 727:864, ack 4311, win 2048, options [nop,nop,TS val 519840496 ecr 891272986],
Flags [.1, ack 727, win 287, options [nop,nop,TS val 891272997 ecr 5198404951, length @

Flags [.], ack 864, win 290, options [nop,nop,TS val 891272998 ecr 5198404961, length @

Flags [P.], seq 4311:4559, ack 864, win 290, options [nop,nop,TS val 891272998 ecr 519840496,
Flags [.], ack 4559, win 2045, options [nop,nop,TS val 519840507 ecr 8912729981, length @
quic, protected
quic, protected

891272961 ecr 5198404587, length 1444

length
length

length
length

length
length

length
length

length
length

length

1444
174

93

918

38
137
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An MCP server (from the Model Context Protocol) is a
system that lets an Al connect to tools and data outside itself.
It acts like a bridge between the Al and things like databases,
apps, or APls. Instead of just answering questions, the Al can
fetch real information or perform actions. The server tells the
Al what tools are available and runs them when needed. In
short, it helps Al move from just “thinking” to actually “doing.”



© @ ® vimsettings.json ~/.gemini

"security": {
"auth": {
"selectedType": "oauth-personal”
}
},

"mcpServers": {
"ghidra": {

"command": "/Users/selle/mcp/GhidraMCP-release-1-4/.venv/bin/python3",

2args:
"/Users/selle/mcp/GhidraMCP-release-1-4/bridge_mcp_ghidra.py",
"--ghidra-server",
"http://127.0.0.1:8080/"

]

3,
"wiremcp": {
"command": "node",
Zargs: s
"/Users/selle/mcp/WireMCP/index. js"




oo [ [WLX) qwen/qwen2.5-coder-14b -

D Chats .- - Unnamed Chat or Context Model
1 - |

Unnamed Chat ¥ Integrations Install v

a (0] hejsa.pcap

Could you please analyse the following file, give me all

the IPs that my Ip 192.168.1.130 has spoken with in this °

pcap file
e rag-v1l
@® mcp/ghidra

qwen/qwen2.5-coder-14b )
@® mcp/wiremcp

» Tools el
capture_packets
get_summary_stats
get_conversations
check_threats
check_ip_threats
analyze_pcap

EE @ 3Citations extract_credentials

2 rag-v1 wiremcp

&

LM Studio 0.3.36 (Build 1) User Power User Developer o XT IS 94 FU RAM: 8.42 GB CPU:




+ Here are the resolved hostnames for the IP addresses:

- 104.18.11.183: Not found

- 104.18.32.47: Not found

- 121.127.45.81: 429456321.cph.cdn77.com.

- 121.127.45.82: 429456321.cph.cdn77.com.

- 139.45.105.72: 139-45-105-72.norlyscustomer.net.
- 139.45.105.74: 139-45-105-74.norlyscustomer.net.
- 139.45.105.83: 139-45-105-83.norlyscustomer.net.
- 139.45.105.91: 139-45-105-91.norlyscustomer.net.
- 142.250.147.101: rd-in-f101.1e100.net.

- 142.250.147.132: rd-in-f132.1e100.net. Took around 5 miﬂuteS, even

- 142.250.147.84: rd-in-f84.1e100.net.
- 142.250.147.93: rd-in-f93.1e100.net. 1 Tall
- 142.250.147.94: rd-in-f94.1e100.net. Wlth gemlnl
- 142.250.186.78: fra24s@05-in-f14.1e100.net., lcfraa-br-in-f14.1e100.net.
- 142.251.127.141: 1cfrai-in-f141.1e100.net.

- 142.251.127.84: lcfrai-in-f84.1e100.net.

- 142.251.127.91: lcfrai-in-f91.1e100.net.

- 142.251.141.131: tzfraa-aj-in-f3.1e100.net.

- 142.251.153.119: Not found

- 142.251.155.119: Not found

- 142.251.9.100: rc-in-f100.1e100.net.

- 142.251.9.101: rc-in-f101.1e100.net.

- 142.251.9.94: rc-in-f94.1e100.net.

- 142.251.9.95: rc-in-f95.1e100.net.

151.101.1.140: Not found

© @ ® cemini-
* 142.250.147.94: rd-in-f94.1e100.net
142.251.127.141: lcfrai-in-f141.1e100.net

142.250.147.84: rd-in-f84.1e100.net

142.251.9.101: rc-in-f101.1e100.net

172.217.16.206: tzfraa-at-in-f14.1e100.net

199.232.41.91: Not found

151.101.193.91: Not found

3.174.16.159: server-3-174-16-159.cph50.r.cloudfront.net
199.232.173.91: Not found

139.45.105.91: 139-45-105-91.norlyscustomer.net

3.174.18.125: server-3-174-18-125.cph50.r.cloudfront.net
139.45.105.74: 139-45-105-74.norlyscustomer.net

139.45.105.72: 139-45-105-72.norlyscustomer.net

139.45.105.83: 139-45-105-83.norlyscustomer.net

121.127.45.82: 429456321.cph.cdn77.com

95.101.195.215: a95-101-195-215.deploy.static.akamaitechnologies.com
3.174.18.30: server-3-174-18-30.cph50.r.cloudfront.net
121.127.45.81: 429456321.cph.cdn77.com

151.101.1.140: Not found

151.101.193.140: Not found

151.101.129.140: Not found

104.18.11.183: Not found

3.90.238.208: ec2-3-90-238-208.compute-1.amazonaws.com
142.251.127.84: lcfrai-in-f84.1e100.net

142.251.153.119: Not found

gemini

E R K R K K R K R R K K K K K K K X X K X X X %

>

i Have you tried turning it off and on again? (The loading screen, not me.)

>1

~/.gemini

no sandbox

Auto (Gemini 2.5)




Why not just fully automate it?




Keygraph

sHANNON

Al Pentester for Web Apps and APIs

-Authorized Security Testing Only-

Shannon — Al Pentester by Keygraph

D 1 N GITHUB TRENDING
4,.«¥ #1 Repository Of The Day

Shannon is an autonomous, white-box Al pentester for web applications and APIs.
It analyzes your source code, identifies attack vectors, and executes real exploits to prove vulnerabilities before
they reach production.

@ Join Discord Keygraph.io @ Follow Us




Fully Automated Pentesting

See XBOW in action.
Speak to a security
expert and strengthen
your offensive security.

"Even right now after 1 year, I don’t know
any other company that is at least close
to XBOW in terms of agentic pentesting.’

Leo Golovyrin
Application Security Lead of Seznam.cz

S10) 1,092+

Faster VVulnerabilities

Than manual pentesting Zero-day vulnerabilities discovered



XBOW Lightspeed
On-Demand Autonomous Pentest

Plus

$4,000 /per test

Comprehensive pentest
for a single application.

Best for

Lightweight applications with few interconnected
features, a modest set of CRUD resources,
simple workflows and low integration complexity.

Depth of Test

Provides the depth of a 2 week manual penetration test.

What you Get

Zero Day / Zero Pay: If you purchase a Lightspeed pentest, XBOW guarantees an
exploit-validated security finding or you don’t pay.

Premium

$8,000 /per test

Deeper coverage for
more complex applications.

Best for

An application or platform with multiple functional modules,
integrations, and multi-step workflows. These applications
have deeper access control patterns and data models.

Depth of Test

Provides the depth of a 4 week manual penetration test.

Comprehensive compliance ready report that meets SOC 2, ISO27001, HIPAA,

GDPR, 40+ compliance frameworks.

GET STARTED

XBOW Enterprise
Autonomous Offense at Scale

Enterprise

Request a Quote

Continuous coverage for
organizations at scale.

Best for

A mature application portfolio with broad functionality, such
as a multimodule Saa$S product supporting complex
workflows, admin tools, and extensive resource relationships.

Depth of Test

Continuous security hardening for all feature releases.

What you Get
Comprehensive compliance ready reports,
plus continuous security hardening.

CONTACT SALES
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Fully-Automatic Al is really good at being
the IT janitor.




Hacking the Al itself




“Computer science is no more about computers, than
astronomy is about telescopes”

- Edsger W. Dijkstra



Hacking has never been about the
computer




Generative Al...

5 MINUTES ELEVENLABS Al

/ CLONE YOURVOICE! o
“eqy
& V0|ce With Alin5

Minutes. You Can Too.

é% Justin Levitt Follow 7minread - Oct22,2025 ] e/ a 2

S+ Q e O

The Problem Every Content Creator Knows Too Well

I can write faster than I can record. Way faster.




The end




